IMFi

WeFilter Next Generation Firewall

WFilter NG Firewall

T INEOAUCTION. ....cceieiteeeeee ettt ettt ettt e et e esess e b e b e s essesaeseesensenes 2
2 HIGRIGNTS ...ttt ettt ettt ettt te et reere e b e aeens 2
B BENETIES ...ttt bbb st b s b st b seebeseebeseebens 3
3.1 Bandwidth OptimiZation..........ccceeieieriirieniesiieierie ettt ettt st et eae b enes 3

3.2 INCTease PrOAUCTIVILY......c.ceiiiiieieriieieie ettt sttt ettt st ettt s aeenes 3

3.3 Data LOSS PrEVENTION.......cccciiiiiiiieiiceieeie ettt ettt b et b e e beebeesaeessbeesbeesbeenanas 3

4 FRAIUIES.......oeeeeeeee ettt sttt ettt bbbt e bRt e sttt e h e b e ebenbe st enteseeneeneee 4
4.1 Real-time monitoring and CONLIOL...........cecuiriirieriirieiieieieeeee e 4
4.1.1 ONlNE DEVICES.......ociieviieiiieieietetetete ettt ettt ettt ettt ebessebessebessesens 4

4.1.2 Live CONNECLIONS........coiieiiieiiieiiietetetee ettt bttt b et sb s bt ebeseesese e 5

4.1.3 Terminate & PUNISH.........ccocooiiiiieiceee e 5

4.2 ACCESS CONIIOL....c.uiiiriiiieiiieeieete et et ettt et e et e ebe e teeeebeesbeesbeesssessseesseesssesssessseesseesssenssenns 6
4.2.1 Set policy by deVICES OF USEIS........ccooveeeeeeeeeeeeeeeeeeeeeeee e 6

4.2.2 WED FIEIING......eceiiiicieeeeeeeeee ettt 8

4.2.3 Application CONLrOL.............ovovioiieeeeeeeeee e 8

4.2.4 IP-MAC BiNAING.......cooiiveriririieretetiiieteteeet ettt ettt es et ss s tses s esesens 9

4. 2.5 MAIl FIEI ..ottt b s es b ese b se b eseesens 9

4.2.6 SSLINSPECHON.......ooeeeieeeeeeeeeee et 10

4.3 Internet Usage Recording and Reports.........c.ccveieriiriieiiinieiiniieieieeee e 11
4.3.1 WD SUM HISOMY.....ocvieieeeeeeeeee e 12

4.3.2 EMAIl HISTOIY ....oooiiieiieeeeeee ettt 13

4.3.3 REPOIS.....ooiiiteeeteeeee ettt ettt ettt ettt ettt reearennas 14

4.4 Bandwidth OptimiZation.........ccecuerierieriieieniieieieeeete sttt ete ettt e e sseeeesbeeeenbesneenes 14
4.4.1 OPtiMIZE RUIES......c.ooeeeeeeeeee et 15

4.4.2 Rate LiMit.....ooiiiiiieeee ettt 15

4.4.3 MUIEWAN ..ottt b et bbbt bt sese b esesbesennas 15

4.5 USETr AULHENTICATION. . ...ieitiieiiieiietieeite et e et esieeeteeteeteestbeseaeesseesseesssessseesseessaesssesssessessseenes 16
4.5.1 AD INtegration.......c.ooovieiiiceeeeee e s 16

45,2 WED AULN.....oiiiiieiieeee ettt ettt ettt ettt besaebese s 17

Q5.3 PPPOE........ bbbttt bttt 18

4.5.4 ISP ManagemMENt..........ocoouioiiieiiieeeeeeeeeete ettt 19

YA USSR 20

4.7 SECUTIEY ...eveeuteeeienteetteteett et et et ettt et et e et et e et e e bt e st enbesseensesseenten st entenseentensesneensenseeneensesneenes 21
4.7.1 DDOS ProteCHON.......c.eieieieieietcee ettt enas 21

4.7.2 Intrusion ProteCtion...........ccccooiviiiiieeeecee et 22

4.7.3 Indicators of COMPIrOMISE.........cc.ocvouieuiieeiicieeeeeeeeeeeeee e 23

4.8 EXTEIISIONS. ...ecuvieutieieieeerietiesteeetteesteesseestsessseesseesseessseasseassaesssessseasseesseesssessseassessssensseasseessenns 24

4.8.1 MAC DEBCION. ...ttt e et e e e e seeeseaeeeeene 24



IMFi

WeFilter Next Generation Firewall

B DEPIOYMENT ...ttt ettt ettt b et et reeab e reeraennas 25
5.1 GAIEWAY ...ttt ettt et et e he e sttt b e bt et et e bt e st eabeebees 25
5.2 BIIAGE. ettt ettt sttt e a et bt et beent e be et e tesaeentenee 25

1 Introduction

WEFilter NG Firewall(NGF) is a linux-based next generation firewall system. Designed
for business networks, it can help you to monitor and filter internet access activities,
optimize bandwidth usage, and protect network security.

Since 2004, IMFirewall Software has been focused on business network security for
over ten years. Our products( WFilter internet content filter, WFilter NG firewall) provide
competitive internet content security and network security solutions for business

networks.

2 Highlights

Real-time monitoring and control. Put every connection under control.

< Internet Usage Monitoring: recording of web and email activities, various statistics
and reports, SSL inspection.

< Powerful Internet Filtering Features: connection tracking, URL category filtering,
application control, messenger filter ...

<~ Bandwidth Shaper and Optimizer: multi-wan load balancing, advanced routing,
packet priority, bandwidth shaper.

<~ VPN: pptp server, ipsec tunnels.

Continuous research and development for over ten years.
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3 Benefits

3.1 Bandwidth Optimization

WEFilter NG Firewall provides a set of solutions for bandwidth optimization, including:

1. Set traffic priority

2. Bandwidth Allocator

3. Multiple WANSs load-balancing and routing

4. Internet access policy

For better internet experience, you're recommended to:

1.  Apply multiple DSL lines according to your requirement, then enable the Muti-WAN
module to set load balancing and advanced routing.

2. Enable the Bandwidth Priority Module to set traffic priority, and let business traffic to
be delivered first.

3. Enable the Bandwidth Shaper Module to allocate bandwidth for client devices or
groups.

4. Set internet access policy with Access Policy Modules, and block unneeded traffic

during working hours to save bandwidth.

3.2 Increase Productivity

WFilter NGF provides enterprise-level internet access control features:

1. Set internet access policy by network, ip address, mac address or username.

2. Various types of user authentication: AD integration, web auth, radius server ...

3. Support up to 60+ web categories and 2000+ protocols.

4. Identify protocols by signature matching. P2P applications can all be completely

blocked.

3.3 Data Loss Prevention

WEFilter NGF can provide recording of web and email activities, internet usage statistics
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and reports, SSL inspection.

1. Recording of web and email usage.

2. SSL inspection of SMTP/POP3/IMAP over ssl and HTTP over SSL.
3. Internet usage statistics and reports.

4. Blocking online file storage and sharing services.

4 Features

4.1 Real-time monitoring and control

v Real-time bandwidth and connections monitoring. Put every connection under
control.

v List of live clients, with bandwidth, IP, MAC, username and OS information.

v"  List of live connections, with target port, ip and domain information.

v" One click to kill live connections or set temporary punishing policy.

4.1.1 Online Devices

M Real-time bandridth
100
% Bandwidth: 100Mb ~

50 Time Range: (% 30(s) v
40

20

0

Online Users

iew 10 ¥ Search
# Py MAC Address HIC Mannfactorer Group User Total (KE)
i 192, 168. 1. 242 o0:9f :05:48 11 :80 Marketing My indriod Phone 0.632
2 192. 168.1. 109 bo:BE ef (085087 RAD 3.9%
3 :;'192. 168.1. 104 00:25:11:d7:£7:91 Elitegroup Computer Systems RED 2.992
4 ’3 192.168. 1. 44 Se:db:54:40:54 ac SERIFHN44, RED #Buser 44 0. 000
g {:,'192. 18.1.32 Zatbaiab:0c:18:b1 R&D 0.033
4] 192. 168.1.30 00:0b:2f :Td:6h:cf bplan GmbH RED 0. 000
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4.1.2 Live Connections

All Connections — 192. 168. 1. 109

Live Cormections || Blocking Events
Wiew 10 ¥ Search Unblock and reset -

# Local Port Content Type Protocol Content Bandwidth(KE) | hetion
1 52621 . 180.101.217. 140:443 . TCFP . TLS, HTTPS qcloud. dpfile. com . 11.331

2 52638 . 59.55.18.215:443 . TCP . TLS, HTTPS pl. meituan.net . 1.588

3 52633 . 218.92.1.12:443 . TCP TLS, HTTPS 0. neituan.net 1. 402

4 52550 . 103, 37.152. 74:443 . TCP . SSL, HTTPS . Teport.meltuan. com 1.146

5 52637 . 115.159.129. 145:443 TCP . TLS, HTTPS catdot. dianping. com 0. 345

5] 52506 . 115, 159.130. 100:443 . TCP SSL, HTTPS . 0.049

7 52640 . 114.80. 165, 115:443 TCP . TLS, HTTPS . mapi.dianping. com 0.011

a 52642 . 130.153. 8. 37:80 TCP . Web (HTTF) 180.153.8. 37:80 0.000

9 52441 . 61. 155,221, 227:80 TCFP 0. 000

10 52641 . 180. 153. 8. 37:80 TCP . Web (HTTF) 180.153.8. 37:80 0.000

4.1.3 Terminate & Punish

(K41l this commection omly

U Block 192.168. 1. 100 Mipay for 1 minute ¥

® Block 192.188.1.109 all internet access for 24 hours ¥

You're blocked due to high bandwidth occupy.

# idd to  Punish Group ¥ for 1 hour




IMFirewall

WeFilter Next Generation Firewall

4.2 Access Control

Web filter, application control, IM filter, mail filter, IP-MAC binding...
Set internet access policy by network, ip address, mac address or username.
Various types of user authentication: AD integration, web auth, radius server ...

Support up to 60+ web categories and 2000+ protocols.

AN N N N

Identify protocols by signature matching. P2P applications can all be completely

blocked.

4.2.1 Set policy by devices or users

By devices

Name: block hotspot

J Applied to Policy

I - s
'® Devices | Users =
mExpired TUzers

Servers

keting

By Users
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Applied to

O B Local Users

] & infirewall0l. cam

Oa Computers

() INSTALLSHIELD
) INSTALLSHIELD B
L Wi ARE-¥P2
I WINTRATEST
) 3EN_wmT_32

[ @ Uzers

[ glabal uszer

[ @ Domain Controllers

[ @ acpEE03

Time Settings

Hame | Always]

Sumday 00:00-23:59
Monday 00:00-23:59

Tuezday 00:00-23:59
Maltiple time ranges are seperated by commas,

For example: 8:30-12:00, 13:30-18:00

Time Settinzs Wednesday  00:00-23:59
Thursday | 00:00-23:59
Friday 00:00-23:59
Zaturday | 00:00-23:59
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4.2.2 Web Filtering

Filter websites by category, website black&white list, block file downloading by type.

rulel

Name:

» = . < 5
- Ty Y,
Blackbwhite List Category Files Exception Ttils
¥ Ensble Catezery Blocking
—+5earch
# et Fibre e e e Risk Acoass s
1 Pormography Sexuzl 5 (i gh) 2 5 (high) [Deny 7] 4 l
2 Swimsuits & Imtimas: Sexual E(highi 2 1{1aw) Allowr L
3 Adult Sexual G(high) 3 10 1o} Allow ad
4 Gamhling & lottery Gaming 5ihigh) 1(1ow) 5ihigh) Allow A
B Game Plaving Gaming Eiligh) 3 2 Allow A
[ Social Networking Leisure 5 (high) 2 1{1aw) Allow b4
7 (mline Novel Leisure E(high) 2 1{1aw) Allow A
& Intolerance & Hate Destructive 4 101 5 (hizh) Alloyr v 3
4.2.3 Application Control
-
Time—wasting: Al v fpplications: Al v
Bandwidth: All Y| State: All v
Rizk: All ¥ | Search
-
Application Category Time—wasting  Bandwidth Risk State Friority (9
Web (HTTF) Web - - - Automatic % =
TLS, HITPS Yeb = e = Automatic v
3L HITPS Yeb = t = Deny v
Tencert. @3 Messengers 4 1 (1w 3 Deny v |
ATM, TCQ Meszengers 4 1 (Lo 3 Automatic v
Fahono! Mezzengers 4 1 (1ow) 3 Automatic v
IRC Chat Messengers 4 1 (1w 3 Automatic v
Jabher, Google Talk Mezzengers 4 1 (1o 3 Automatic
Fetion Mezzengers 4 1 (1w 3 Automatic
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4.2.41P-MAC Binding

7 TPC Binding

—Config

[ Block ip not in the below list

IP-MAC List

Search:

# i

1 192.1688. 1.20
2 192.168. 1.11
3 193.168.1. 134
4 192.166.1. 109
g 192.168.1. 131

1/1 , Total 5 record(s)

Hhaddr

00:0b:2£ : Th:df 160

00:50:56:c0:10:08

e :df b (67 :fa:82

be:9f:ef :08:50:87

46:cc:2f (6 Thieh

Remark

View:
State
on [l
ON
ON

ON

ON

Action

By B B Eb Bb

4.2.5 Mail Filter

Filter POP3/SMTP/IMAP accounts.
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Name: rulet

Applied to Policy

Ly
Outgoing Emails Incoming Emails

Sender: 2 ® Allow all O Block Listed (O Allow Listed Only

When white list is enabled, only emails in the

white list are available. When black list is enabled,

all black-listed emails will be blocked. One address
A per line, wildcard(*) is supported.

Mail to: 7 @ Allow all O Block Listed (O Allow Listed Only

Save Cancel

4.2.6 SSL Inspection

When enabled, you will be able to monitor and filter the contents of HTTPS websites and
SSL emails(SMTP/POP3/IMAP over SSL)



IMFirewall

WeFilter Next Generation Firewall

Mame: | rulel1

| Applied to | SSL Policy

Services : Web POP3 IMAP SMTP Services to be intercepted.

More port(s) to be intercepted, one

| port per line, eg:
‘ 8080

Remote IP: ® Exclude below list (O Below IPs only

9

One IP segment or domain per line,
example:

192.168.1.0/24,172.10.0.0/16,*.google.com

Save Cancel

4.3 Internet Usage Recording and Reports

v" Record web, email, FTP activities, IP-mac
history.
v' SSL inspection of https websites and ssl emails.

v" Various statistics and reports.
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Applied to

Services

: @ Web [ POP3 [ IMAP [ SMTP

SSL Policy

Mame: | rulel1

Remote IP: ® Exclude below list

() Below IPs only

Services to be intercepted.
More port(s) to be intercepted, one
port per line, eg:

8080

One IP segment or domain per line,
example:

192.168.1.0/24,172.10.0.0/16,*.google.com

4.3.1 Web Surf History

& Intemet Usage

Receeiinealiey H Usege Query H Report —Web Surfid H Report —Veh Surfid

4

211
212
213
214
215
218
217
218
219
220
221
222
223
224
245

Record Web Surfing( 2017-03-17 00:00—2017-03-17 23:59 )

IF

192.168. 1. 104
192.168. 1. 104
182,168, 1. 104
192.168. 1. 104
192.168. 1. 104
192.1688. 1. 104
192.168. 1. 104
192.168. 1. 104
182,168, 1. 104
152,168, 1. 104
192.168. 1. 104
192.168. 1. 104
152,168, 1. 104
192.168. 1. 104
182,168, 1. 104

Users

No Filter

Visit Timey

2017-05-17 14:36:51

20170517
2017-03-17
a017-05-17
20170517
2017-03-17
0170517
20170517
20170317
0170517
0170517
2017-03-17
01705317
a017-05-17
2017-03-17

14
14
14
14
14
14
14
14
14
14
14
14
14
14

26
28
126
26
28

26

28
28
26
28
28
o]
26
28

51
5l
149
49
49

44

149
49
139
139
139
39
126
126

[~

4

EEELELEELEELEELEEEE

Web Title
motaghin.com = adhd s Se) PO wes s p ot JuponroEe
www. biofesdhackanalvtics.com = 010INI FIT'OI MR
biofeedbackanalvtics.con -  0INOINI JIT'OIQ QN
neonieruchomosci.pl  —  neonieruchomo$ci — — zieloma gira, pomafi-
v, horvemt-n.pl
www. ipmeglobal. qre
wrw. centeredlearning, de = centered leamning — karriere und weit
wwy. hmedia.vn  —  bmedia — cfmg tv o phén thiroms nai vh dich -
www. 1ichmen—nieruchomoscd. com = domy i mieszkania na sprzedaZ -
wony, lichman-—nieruchomoscd. com = domy i mieszhania na sprzedaZ -
wwrw. centeredlearning, de tae centered leamning — karriere und weit
neonieruchomosci. pl & neoniernchomoSei — — zieloma efrs, pomafi
wwry, horvzant—n. pl
surodomanna.pl - stroma ghwma
wiw. eurodmammapl - strona sitwma

Total 9986 record(s) 15/640
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4.3.2 Email History

& Totemet Ueaze

| Recording Policy || Usage Query || Report —Web Surfld H Report —Web Sifl H Report —Emails B

0 Enail History(2017-03-16 00:00—2017-03-17 23:59)

# P Users Tiney Sender Type Subjeot
46 192.163.1.21 Administrator 2017-03-16 10:00:33 suppor t@imf irewall. com m FOF3 In
47 192.168.1.21 Administrator 2017-03-16 10:00:33 suppor t@imf irewall. com m FOF3 In
48 192.168.1. 21 Administrator 2017-03-16 10:00:33 support@infirewall. com. om POP3 In
43 193.168.1.21 Administrator 2017-03-16 10:00:32 suppor t@inf irewall. com m POP3 In
G0 192.168.1.21 Administrator 2017-03-16 10:00:32 ebates@nail. ebates. cn FOF3 In iEHRawmond, Rado, Handlton ABZESHTHEHIG--
Gl 192.168.1.21 Administrator 2017-03-16 10:00:31 suppor t@imfirewall. com m FOF3 In
62 192.188.1. 21 Administrator 2017-03-16 10:00:25 servicelnewsletter. chinabyte.com POP3 In a
63 193.168.1.21 Administrator 2017-03-16 10:00:25 servicelnewsletter(. chinabyte. comPOP3 In
G4 193.168.1.21 Administrator 2017-03-16 10:00:25 bdwenjuan@baidu. com POP3 In
85 192.168.1.21 Administrator 2017-03-16 10:00:16 foruns@tomshardvare, com FOF3 In Reply Received for website blocking fo
56 192.168.1. 21 Administrator 2017-03-16 10:00:03 kkermedy(@l eberman. com FOF3 In No love failure risk
87 192.168.1. 21 Administrator 2017-03-16 10:00:08 Jessfer@masterscrane. com POP3 In BE: WFilter Mctivation
63  193.168.1.21 Administrator 2017-03-16 10:00:08 Jessfer@masterscrane. com POP3 In WFilter Activation
99 192.168.1 20 Fhfeakm 2017-03-16 09:56:40 kkemedy@l eberman. com FOF3 In Ho love failure risk
60 192.168.1. 20 Earl: pi=z1 el 2017-03-16 09:56:40 Jessferfmasterscrane. con FOF3 In RE: VFilter Activation
1K £ 2 3 4 a 2 2l Total 67 zrecoxdls) 4/5

View Email Content

From: Ton's Hardware <foruns@tomshardware, com?

Date: Wed, 15 Mar 2017 12:53:11 +0100

Ta: sales@infirewall. us

GCe

Subject Reply Received for website blocking for network
Lt tachment:

Body: DISFLAYMAILINTEXT

tom's HARDWARE

THE AUTHORITY ON TECH

Hello Tina_liang,

nigelivey has posted a new reply to the question you've been
following "website blocking for network"
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4.3.3 Reports

«B Feports
Overview || Reports List

Top 10 users of bandwidth consumed X op f bandud dth o

4505 795
3604 636

12703 477
1802 318
901

0 IHH HE N fm.nulh

«B Reports
Overviey || Reports List

Search
# Report Type Report Alias Action
1 sctivity Top: M pleiesd: websites Qi@
2 hetivity seneet (Y hs Qi
3 hctivity Repart by growps Qi
1 hetivity EEMArT o
5 Bandridth Tep 20 vwehsites of bandwidth consmed Qi
© Bandvidth SRRERS KR Q[ i
7 Bendiidth SRS KO Qi
8 Trend Trend of web visite Qi
9 Trend Trerd of bandwidth Qi@
10 Trend Tred Tof! wialts) ¥o sl websites CEAN ]
11 Teend Trenil o wisftas fo b sscardl weliiths Qi
12 Trend Trsw) (56 SwyE f6 BEESAEE Aebeieey Qi
13 Tremd Tad oF WS 1H RAbbdeing wheties Qi

Hew T

4.4 Bandwidth Optimization

v' Packet with higher priority goes first. This feature ensures important traffic won't be

delayed.
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v' Set bandwidth priority by protocols or domains. Online streaming won't delay web

browsing.
v" Multi-wan load balancing and advanced routing. Maximum your WAN lines usage.

v' Set bandwidth rate-limit by IP, group, username.

4.4.1 Optimize Rules

You can set priority based on IP, users group, usernames, protocols and domains.

@ rriority
* Hame Applied to Time Contant Reorder State Retion
1 Mail all A11 Tine By Protocol Categ— | & [E4 ﬁ'
2 Yeb all 411 Time By Protocol . L3 L], ﬁ]'
3 PZF & Streaming all 411 Time By Protocel Catege & A |

4.4.2 Rate Limit

Limit bandwidth rate based on IP, group and user account.

Name: rulel

dpplied to Policy ‘

o

Limit total down bandwidth te ‘?

¥ Set client maximum rate to 2

4.4.3 Multi-WAN

Set load balancing and advanced routing when you have multiple WAN interfaces.
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Name

Interface

WAN1: BO%

Weight

WaN2:

A Talei-wn
Salution || Policy
# Hame Sourece Target Solution Reorder Action
1 rule2 411 411 balanced & [ |
-
2 rulel a1 Donain dedicated for wideo % (£ |

4.5 User Authentication

4.5.1 AD Integration

"AD Integration" enables you to integrate WFilter NG Firewall with Microsoft active
directory, so you can:

1. Detect AD username of online devices.

2. Setinternet access and bandwidth shaper policies based on AD users.

3. Record AD users internet activity.
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@ 4D Imtergration ()

AD Intergration

AD Intergration ® Enable ) Disable

Domain Controller 192.168.1.32 Sync
Port 389

Domain Admin (2) administrator

Password 00 sesssssssssssssssssssssssseses

Domain Name imfirewall01.com

DC Location (%) O yan ® L

Advanced Settings

Interval of polling domain comtroller: 10 (7

¥ Enzhle wser entry timeout: 30 hour (=)

¥ futematically syne domain users: Everyday v 0000

|| Enable Debug Check Log

Users will be ignored, me account per line, wildcardsi*, ?) are supported.

4.5.2 Web Auth

Authenticate with username and password of local accounts and remote radius users.

@ Web huth

J User & Pass Auth H Third Party futh H Settings

® Ensble (§) ) Disshle

182 168.1.1-192 168 1 254

One IF/Range per line.
For exanple:193. 168. 1.1
192.168. 1. 1-192. 168. 1. 20

¥ Local futh [ Remote suth (7

Landing Page

Fort 8080 Edit Auth Page Preview

¥ Require re-authentication every 1440  nimutes

) Require re—authentication every 30 mimutes of no internet activity

SMS authentication, QR code authentication
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) web Auth

User & Pass Auth || Third Party Auth | Visitor Auth || Settings |

@® Enable @ O Disable i,

_ T —
192.168.1.1

172.16.0.1/16
192.168.26.0/24 #test 192.168.1.0/24
-192.168.28.253

192.168.1.1-192.168.1.20

Y -192.168.1.10

Type® QR code v Q

Settings

Visitors Name Filled by visitors ~

Moderators IP or

Moderators
MAC addresses
Z|
Landing Page  http:/fusmw imfirewall com
Port 883 Edit Auth Page Preview
Require re-authentication every 1440  minutes
[J Require re-authentication every 5 minutes of no internet activity

4.5.3 PPPoE

You can set multiple PPPoE services.

Interface

Service Name test

IF Eange 192.168.10.10 - 182.188.10. 20
Preferred DNS 192.168.1.1

Alternate DNS

Bandwidth Limit(EE/z) Up 40 Down 200

Auth Type-"'?‘_; Local duth Remote futh
Eadins
Radius Serwver 192.168.1.32
PreShared Kew ssesssssee

Authentication Port 1823

Looounting Port 1824

Auth Protocols chap machap nachap~—v2 pap
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4.5.4 ISP Management

"ISP Management" provides an integrated solution for ISP management, including below

features:

1. Policy management. manage ISP bandwidth policies, support "rate limiting" and
"weekly/monthly bandwidth cap".

2. User management: add/edit/delete client users, query users bandwidth statistics.

3. User portal: a portal for client users to check bandwidth statistics.

4. Supports "PPPoE" and "Web Auth" and "Static IP" authentication.

5. Supports "Web Push" to send alerts and statistics to clients.

Username: testd
Password: ssesee
Confirm Password: eseses
Valid Until: 2020-09-25

Email(s) : test3@imfirewall.com, test3@imfirewall.com.cn
Policy: Monthly 30G(Bandwidth Cap)

Access T}‘]JE-.'._:;'_: [ pepoE [l web M static IP

Bound to IP: 192.168.1.20

¥ automatic add users expiring in 30 ¥ days to group: Expiring Users ¥

¥ putematic add expirved uzers to group Expired Users v | (2.
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Folicy TUzers TUzer Fortal Emails

Email to valid users: Tes ® Mo
Send email on: First day for every month v W
Email to cap exceeded users: '® Ves Mo
Send email on: Every monday v m
Email to expiring users: ® Tes Mo

expires in 30 days =

expires in 14 days
expires in 10 days
expires in 7 days
expires in 3 days

Emi'm in 1 dﬂv . W

Send email when user:

Send Now

4.6 VPN

v' Support pptp, I2tp, openVPN, zerotier networks.
v" Connect multiple networks together with ipsec tunnels.

v" Various VPN user authentication: local accounts, active directory, radius server.
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4.7 Security

4.7.1 DDos Protection

@ anti DDOS

Anti DDOS

£¥ Settings

DDOS Protection: @® Enable O Disable i,

) DDOS Settings

Disable Ping on WAN Interfaces
Drop Fragmented Packets

Drop Invalid Packets

Enable Protection on Forwarding 2
Enable SYN Flood Protection Rate-burst 100 - 200 @

Enable UDP Flood Protection Rate-burst 75 - 150

Enable ICMP Flood Protection Rate-burst 100 - 200

&> Geo-IP Filter

Geo-P Filter: Block choosed countries v Total 4 countries choosed.
_ T e
192.168.1.24 192.168.1.20

192.168.1.20/24
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4.7.2 Intrusion Protection

o7 IPs
| 1pS || Threat history |
£¥ Settings
IPS Protection: 2 ® Enable O Disable QA |1,
© IPS Settings
WAN Attacks: ? Record only v
LAN Attacks: Record only v
Alert: Alert on all attacks  ~
Rules Seti® os-linux,os-mobile, os-other, os-solaris, ...
& Network
Interfaces: 7 Customize Eetho @ eth1 @G eth2 Egeth3
Variables: #: Customize «
-€) IP Whitelist
_ xR o SRS R B Rnes:
192.168.1.20
192.168.1.20/24
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N,
Rules Set Settings Custom Rules-
# Class Rule name State Action
1 System os-linux on Q
2 System os-mobile Q
3 System os-other Q
4 System os-solaris | . Q
5 System os-windows | . qQ
6 Protocol protocol-dns | . Q
T Protocol protocol-finger | ON . q
8 Protocol protocol-ftp Q
9 Protocol protocol-icmp ON . Q
10 Protocol protocol-imap | qQ
1 2 3 4 == 3z 1/4 , Total 33 record(s)

4.7.3 Indicato

@ Indicators of compromise

rs of Compromise

Indicators of compromise

£¥ Settings

10Cs:

© 10Cs Settings

Upon detected:
Alert:

Rules Set:(2

€ IP Whitelist

192.168.1.24

Detection history

@® Enable O Disable

Record only v

Add alert events v

malware-backdoor malware-cne, malwa...

192.168.1.20/24

_ e R ormibesiper e Sorewpple

192.168.1.20
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4.8 Extensions

Scan of network client devices.
Detection of NAT sharing.
Scan of local proxy servers.

Discovery of DHCP servers.

AN N N N

More extensions for downloading. You also can build extensions by yourself.

4.8.1 MAC Detector

"MAC Detector" can gather client's physical MAC addresses via SNMP protocol.

B MAC Detector

& MAC Detector

MAC Detector: (7 @ Enable @ Disable
Debug: © Enable @ Disable Check Log
Polling Interval: (g 60s B
SNMP Querys
# SNMP Commands List 2 Result Format Action
oo
i snmpwalk —v 2c —c public 192.168.1.2 ipNetToMediaPhysAddress |1Hua::igNetruuediaPhystress\. \d+. ¥ [ m
Add Test
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5 Deployment

5.1 Gateway

(i)

Wireless AP

o S

Gateway (WFilter NGF) Switch

5.2 Bridge

Router s Switch

Network Bridge (WFilter NGF)

Business Name: IMFirewall Software Co., Ltd
Email: support@imfirewall.com.cn

Wesite: http://www.wfilterngf.com
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